HNudopManmoHHas mnamMaTKA 1JIs 00y4ar0NUXCSA

00 nHpopManMOHHOII Oe30macHocTH B ceTu UHTEpHeT.

C KaXXIbIM TOZOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTCS OOJIbIIE, a IIKOJIBHUKUA OJHU U3 CAMBIX
aKTUBHBIX IoJib30BaTenel Pynera. Mexay Tem, MOMHMO OIPOMHOIO KOJIMYECTBA BO3MOXHOCTEH,
MHTEpHET HeceT U Mpo0iieMbl. DTa naMsITKa JOHKHA IIOMOYb Tebe 0e3011acHO HaXOIUThCS B CETH.

KomnboTepHbie BUPYChI

KomnbroTepHslii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPaMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCSI CLIOCOOHOCTh K Pa3sMHOXKEHHUIO. B JoMosHEeHHe K 3TOMY, BUPYCHI
MOTYT TMOBPEIUTh WIM TIOJHOCTbIO YHHUYTOXKMTb Bce (aillbl M JaHHBIE, IOJKOHTPOJbHbBIE
MOJIb30BATENI0, OT MMEHU KOTOPOro ObuUla 3amylieHa 3apakeHHas MporpaMma, a TakKe HMOBPEIUTh
WIN AK€ YHUYTOXKUTH ONIEPAIIHOHHYIO CUCTEMY CO BceMH (hailiamu B 11esioM. B G0JbIIMHCTBE CllydaeB
PacIpOCTPAHSIOTCS BUPYChI YePE3 UHTEPHET.

MeTob! 3alUTHl OT BPEAOHOCHBIX POrpaMM:

1. Mcnonp3yii cOBpEeMEHHBIE ONIepaIlHOHHBIE CHCTEMBI, HIMEIOIINE CEPhE3HBI YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX IPOTPaMM;

2. IlocrossHHO ycTaHaBiIMBaiW mauTH (UUGPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS € LENbIO JOPa0OTKHU MPOrpaMMbl) U Jpyrue OOHOBIEHHs CBOEH OIepariOHHON
cucteMbl. CKkaunBail MX TOJIBKO ¢ opuImanbHoro caifta padpadorunka OC. Ecnu cymecTByeT pexum
ABTOMATHYECKOTO OOHOBIICHHS, BKITIOUYH €T0;

3. Pabotaii Ha cBoeM KOMIbIOTEpE IOJ NpaBaMH IOJb30BaTElsl, a HE aJMHHHUCTPATOpa.
3T0 He MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM MHCTAJUTMPOBATHCS HA TBOEM MEPCOHATBHOM
KOMITBIOTEPE;

4. Hcnonp3ylh aHTHUBHPYCHBIE MPOrpPaMMHBIE TMPOJYKTHI HM3BECTHBIX IPOU3BOAUTEINEH,
C aBTOMAaTU4YEeCKUM OOHOBJICHHEM 0a3;

5. Orpanndp pU3HUYECKHUHA JOCTYN K KOMITBIOTEPY LTSI TOCTOPOHHUX JIHII;

6. Hcnonw3yil BHemIHME HOCUTENW HWH(MOpPMaLMM, Takue Kak (Quemka, JUCK WK Qailn
U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHbIE (ailibl, MOMYyYEHHbIE W3 HEHAJEKHBIX HCTOYHUKOB.
Jaxe Tedaitnbl, KOTOpBIE MPUCIIAT TBOW 3HAKOMBIH. JIydllle yTOYHH y HETO, OTIIPABIISLI I OH TeOe nX.

Cern WI-FI

Wi-Fi - sT0 He BHMI Mepeayd JaHHBIX, HE TEXHOJOTHS, a BCEro JHIIL OpeH, Mapka.
Emre B 1991 rony muzaepianackas komranus 3apeructpupoBasia Openn "WECA", uro o6o3Hadaio
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoauTcs kak "GecrpoBoHas TOYHOCTH'.

Jlo Halero BpeMeHu Jioluia apyras abopeBuaTypa, KoTopasi sSBJISIETCS TaKOM jk€ TeXHOJOTHEH.
Ot10 abbpeBuarypa "Wi-Fi". Takoe Ha3Banue ObLIO JaHO ¢ HAMEKOM Ha CTAaHJAPT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B nmepeBojie 03HauaeT "BbICOKasi TOYHOCTH .

Jla, OecrmylaTHBI HHTEpHET-IOCTYH B Kade, OTensX M a’pomoprax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJIa B MHTepHET. HOo MHOTHE SKCIepThl CUNUTAIOT, YTO obmmeaoctynusie Wi-Fi cetn
HE SIBJISIFOTCS] 0€30MaCHBIMH.

CoBeTslI 110 6€30MmacHOCTH paboTHI B 00MIeI0CTYITHBIX ceTssx Wi-fi:



1. He mepenaBaii cBoro nuuyHyto uHpopMaiuioo depes obmienocrynubie Wi-Fi ceru. Pabotas
B HUX, XeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JJOTHHBI U KaKHe-TO HOMepa;

2. Hcnonp3yii W OOHOBIAM aHTUBHUPYCHBIE MpOTpaMMbl W OpaHamayep. TeM cambIM
ThI 00€30MacuIIb ceds OT 3aKaYKU BUpPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimoun Gynaknuto "OOmmit qoctyn k daiinam u mpuaTepam’.
Jannas ¢yHKOus 3aKpbiTa 1O YMOJYAHHUIO, OJIHAKO HEKOTOpPbIE II0JIb30BATEIN aAKTUBUPYIOT
ee U1 yao0CTBa UCIIOIb30BaHMs B paboTe min yueoe;

4. He ucnonb3yit myonuunbiii WI-FI 1st mepenaun TMYHBIX TAHHBIX, HAPUMEpP IS BBIXOJA
B COLIMAJIbHBIEC CETH WJIU B DJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3amnuiieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, 1.e. npu Habope
BeO-anmpeca BBoau uMeHHO "https://";

6. B mo6unsHOoM Tenedone orkmoun Qynkuuio "lloaxmouenne k Wi-Fi aBromaruyecku".
He nomyckait aBToMaTH4eCcKOro MOIKIFOYeHHS yCTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

ConnaJbHbIE CeTH

ConmarnbHble CETH aKTHBHO BXOISAT B Hally JKW3Hb, MHOTHE JIOOM pabOTalOT U JKUBYT
TaM MOCTOSIHHO, a B Facebook y»ke 3apeructprupoBan MULTHAP]] YETIOBEK, UTO SIBIISIETCS OTHON CEIbMOM
BCEX JKUTeNeH TuiaHeTsl. MHOTHE MoIh30BaTeNy He MOHUMAIOT, YTO HHGOpMaIus, pa3MelIeHHas UMY B
COLIMATILHBIX CETSAX, MOXKET ObITh HalZIeHa U MCIOIb30BaHa KEM YTOAHO, B TOM YHUCIIE HE 0053aTeNbHO
¢ OaruMu HaMepEHHSIMU.

OcHOBHBIE COBETHI 110 0€3011aCHOCTH B COLIMATIBHBIX CETAX:

1. Orpanuyp cnucok Apy3ed. Y Te0s B APY3bsAX HE JOJKHO OBITh CIY4aiHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3amumiaidl CBOK YacTHYIO *HU3Hb. He yka3bpiBail maposu, TenedoHsbl, aapeca, AaTy TBOETO
pOXIEHUS U JPYryl0 JHUYHYI0 HHQOpManuio. 3JIOYMBIIUJIEHHUKH MOTYT  HCIOJIb30BaTh
nake HH()OPMAIIHUIO O TOM, KaK Thl ¥ TBOHM POJIUTENHN TUTAHUPYETE MPOBECTH KaHUKYIIBI,

3. 3ammmail cBOIO peryTaluio - JIepKU ee B YMCTOTe U 3ajaBail cebe BOmpoc: XOTes Obl Thl,
YyTOOBl JIpyrv€ MOJb30BaTEeIM BHJEIH, 4YTO Thl 3arpyxaems? I[logymaii, mpexzae uYeM 4YTO-TO
OIyOJIMKOBATh, HAMMCATh U 3aTPy3UTh;

4. Ecnu Tbl TOBOpUIb C JIOAbMH, KOTOPBIX HE 3HAEIlb, HE MCIOJIb3YH CBOE PEalbHOE UMS
U JIpYTYIO JINUHYIO HH()OPMAIIUK: UM, MECTO XKHUTEIbCTBA, MECTO y4eObl U IpoUee;

5. U36eraii pasmemenus Qororpaduit B MHTEpHETE, THE Thl M300pa)X€H HAa MECTHOCTH,
10 KOTOPOI MOXHO ONPEAETIUTH TBOE MECTOIOIOKEHHE;

6. Ilpu peructpanuu B COLMAIbHON CETHM HEOOXOAMMO HCIIOJIb30BaTh CIIOXKHBIE MapoJid,
cocTosuIre u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. Ang conManbHOM ceTH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO MCIOJIB30BaTh Pa3HbIEe MAPOIIH.
Torpaa ecnu Te0st B37IOMAIOT, TO 37I0YMBILUIEHHUKH MOJTyYaT JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE
cpasy.

JIeKTPOHHbBIE IeHbI U

DONEeKTpOHHBIE JCHBIM - 3TO OYECHBb YAOOHBIM CHOCOO TIIaTeXeH, OJIHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPHIE XOTAT MOJTYIUTH ITH JICHBTU.

ONEKTPOHHBIE ACHBIU IOSBUIUCh COBCEM HENAaBHO W HMMEHHO H3-3a 3TOIO0 BO MHOTHX

rocyaapCTBax A0 CHUX IMOP HEC NPOMNHUCAHO IIPO HUX B 3dKOHAX.



B Poccun ke oHM (YHKIMOHMPYIOT M O HUX yXe MPONHCAHO B 3aKOHE, IJe UX Pa3JIeisioT
Ha HECKOJIbKO BHUJOB - AaHOHHMMHBIC M HE aHOHMMHBbIE. PazHuna B TOM, YTO aHOHUMHBIE - 3TO TE,
B KOTOPBIX pa3pelaeTcsi IpOBOAUThH onepalunu 0e3 uaeHTU(PHUKAIUN 0JIb30BaTeNs, a B HEAHOHUMHBIX
UICHTU(DUKAIMS [TOJ30BATENs ABISETCS 0053aTEIbHOI.

Taxoke ciemyer pa3nuyarh 3JIEKTPOHHbIE (HATHBIE IEHBIY (PABHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(pUaTHbIE NEHBI'M (HE PaBHBI TOCYAAPCTBEHHBIM BaJIOTaM).

OcHoBHbIE COBETHI 110 0€301acHOM paboTe € INEKTPOHHBIMU J€HbIAMHU:

1. IlpuBsku K cueTy MOOWIBHBIA TenedoH. DTO camblii yaOOHBIH M OBICTPBIA CrIOCOO
BOCCTAaHOBUTH JIOCTYM K cyery. [IpuBsizanHblil TeaedoH MOMOXKET, eciiy 3a0yAelb CBOM IUIaTexXHbIN
[1apoJib WJIM 3aiIelIb Ha CAlT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit onaHopa3zoBbie maposu. llocime mnepexoma Ha YCHICHHYIO aBTOPHU3AIUIO
Tebe yxe He OyIeT yrpokaTh ONACHOCTb KPa)ku MJIU MepexBaTa IIaTeKHOTO MMapoIis;

3. BeiGepu cnoxubiii napoib. [IpectynmHukam OyaeT HE IMPOCTO yrajgaTh CIOXKHBIA IMapoJib.
Hanexxubie maposu - 3To mapoid, KOTOpbIE COAEPKAT HE MEeHee 8 3HAKOB M BKJIIOUYAIOT B c€0s1 CTPOYHBIE
U IponMcHBIe OyKBBI, HHU(PBI M HECKOJBKO CHUMBOJOB, TaKMe€ Kak 3HaK jgoiuiapa, (¢yHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIEC JAHHBIE HA CAUTaX, KOTOPBIM HE JI0BEPSECIIb.

JIEKTPOHHAS MOYTA

DNEeKTpOHHAasl IOoYTa - 3TO TEXHOJOIHS M NPEJOCTaBISEMBbIE €H0 YCIYrd IO IEpPEChUIKE
U TIOJIY4EHUIO JIEKTPOHHBIX COOOLICHNH, KOTOPBIE PACHIPEICISIOTCS B KOMITBIOTEPHOH ceTr. OOBIYHO
9JIEKTPOHHBIA MOYTOBBIN SALIUK BBIMISIIAT CIAEAYIOLUUM 00pa3oM: MMsI_IOJIb30BATEA(@UMS_JTIOMEHA.
Taxxe kpoMme nepegadn IPOCTOro TeKCTa, MMEeTCs BOZMOKHOCTh TiepeaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe ¢ ANEKTPOHHON TOUTOM:

1. Hano BBIOpaTh mpaBUIIBHBIA HOYTOBBIM cepBUC. B mHTEpHETE ecTh OrpOMHBIA BBIOOP
OecCIUTaTHBIX TOYTOBBIX CEPBHUCOB, OJHAKO JIyYllle JOBEpATh TEM, KOTO 3Haellb M KTO IEepBbIH
B PEUTHUHTE;

2. He yka3piBail B JWMYHOW moduTe JM4YHYIO HHpopmanuto. Hampumep, nydiie BbIOpath
"My3bIKasbHbIN (paHat@" uiu "pok2013" Bmecto "temal3";

3. Mcnonp3yil ABYXATAIHYI0 aBTOPU3ALMIO. DTO KOIZa MOMHMMO NapoJisi HYy’KHO BBOJUTH KO,
npucbUIaeMblil mo SMS;

4. Be1bepu CIIOXKHBIN TTapodib. [[i1s1 KaK10T0 MOYTOBOTO SITUKA JOHKEH OBITh CBOM HaJICKHBIM,
YCTOWYMBBIN K B3JIOMY 1apOJIb;

5. Ecmm ectb BO3MOXHOCTH HamucaTb C€aMOMY CBOM JIMYHBIA BOIIPOC, HCIIOIB3YH
3Ty BO3MO>KHOCTB;

6. Mcnonp3yil HECKOIBKO IMOYTOBBIX AIIKUKOB. IIepBBIi 111 YaCTHOW MEPENUCKH C aJpecaTaMy,
KOTOPBIM Thl JIOBEpsielllb. OTO 3JEKTPOHHBIM aJpec He HaJ0 HUCHOJIb30BaTh IPH PETUCTPALUU
Ha opymax u cailTax;

7. He oTkpbIBaii Qaiiiel U Ipyrue BIOXKEHHS B MUCbMAaX, Ja)X€ €CIM OHU IMPHIUIA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISIA JIU OHU TeOe 3T (aibr,

8. Ilocne oxkoH4yaHHsi pabOTHI Ha MOYTOBOM CEPBHCE MEpe]] 3aKPHITHEM BKJIAIKU C CAUTOM
He 3a0y/p HakaTh Ha "BeriiT".

KubepOyJinHT MM BUPTYAJIbHOE H3/1€BATEIbCTBO



KubepOymnuHr - mpeciiejoBaHUE COOOLICHUSIMHU, COACPXKAIIMMHU OCKOPOJICHHS, arpecculo,
3allyTMBAaHME; XYJIUTAHCTBO; COLMAIbHOE OONKOTHpPOBaHHE C TOMOIIBIO PA3TUYHBIX HMHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60PbOE ¢ KUOEPOYIITMHIOM:

1. He 6pocaiics B 60#. JIydmuii crmoco0: mMOCOBETOBATHCS KakK ceOsi BECTH U, €CIIM HET TOTO,
K KOMY MOKHO OOpaTUThCS, TO BHauYaue YCHOKOUThbcA. Ecnu Thl HauHENIb OTBeYaTh OCKOPOJICHUSIMU
Ha OCKOPOJICHUS, TO TOJIBKO ele 0O0JIbIIE Pa30AIKellh KOH(IIUKT;

2. Yrpagisii cBoel KubeppenyTaimei;

3. AHOHUMHOCTH B ceTd MHHUMas1. CylIecTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crtouT BecTHM XyJIHTaHCKHH o00pa3 BHUPTyanbHOH ku3HH. HMHTEpHET (QHUKCHpYyeT
BCE TBOM JICHCTBUS U COXPAHSET UX. Y JAIUTh UX OYJET KpailHe 3aTpyIHUTEIbHO;

5. Cobnroait CBOIO BUPTYaJIbHYIO YECTh CMOJIOJY;

6. UrHopupyii eauHuuHblii HeraTuB. OAHOPa30BbIE OCKOPOUTENbHBIE COOOLICHHS JIy4Ile
UrHopupoBaTh. OOBIUHO arpeccusi NPEeKpalaeTcsl Ha HaYaJIbHOM cTaauy;

7. ban arpeccopa. B nporpamMmmax oOMeHa MIrHOBEHHBIMH COOOIICHUSIMHU, B COITUAIBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPABKU COOOILIEHUH C OMPEICTICHHBIX apeCcoB;

8. Ecnu 11 cBunerens kubOepOymnunra. TBou AeicTBUsS: BBICTYIUTH MPOTUB MpecieioBaTeNs,
[I0Ka3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTWBHO, MOJJEpPXkaTh >KEPTBY, KOTOPOH HY>KHa
MICHXOJIOTHYECKAs TIOMOIIb, COOOITUTH B3POCIBIM O (haKTEe arpeCCHBHOTO TIOBEACHUS B CETH.

MooOnabHblii Te1edoH

CoBpemenHble cMapT(HOHBI U IUIAHIIETHI COJEpXKAT B cede BIOJHE B3POCIHbIM (PYHKIIHMOHA,
U TeTepb OHU MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KOMIbloTepaMu. OHAKO, CPEJCTB 3aIUThI
JUISI TOAOOHBIX YCTPOMCTB MOKA O4Y€Hb Majo. TecTupoBaHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOIUT
HE TaK MHTEHCUBHO, Kak a4y [IK, To xe camoe kacaeTcss 1 MOOUIIbHBIX MPUIOKEHUH.

CoBpemeHHble MOOWIIBHBIE Opay3epbl YK€ INpaKTHUECKH JOTHAJTM HACTOJIbHBIE AaHaJOrH,
OJIHAKO paciupeHue (yHKIMOHaNa BieYeT 3a Co00il OOJIBIIYIO CIIOKHOCTH W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He BCe NPOM3BOJIUTENN BBITYCKAIOT OOHOBIIEHMS, 3aKpHIBAIOIIME KPHUTHYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI s 0€30MMaCHOCTA MOOMIIBLHOTO TenedoHa:

Huyero He sBisieTcst mo-HacTosleMy OecIulaTHBIM. Bynb ocCTOpokeH, BeAb Korjga Tebde
Ipe/iaratoT 6eCIUIaTHhI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO TUIaTHBIE YCIIYTH;

Hymaii, npexae yem otnpaButh SMS, ¢poTto nnm Buaeo. Tsl TOUHO 3HaelIb, I7le OHU OyayT
B KOHEYHOM UTOTE?

Heo0xo1muMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOET0 cMapTdhoHa;

Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBI /17151 MOOUIIBHBIX TeNIe(OHOB,;

He 3arpyxail npuioXeHHss OT HEU3BECTHOTO HCTOYHHMKA, BEAb OHU MOTYT COAEpXKaTb
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYeHUE;

[Tocne Toro kak Thl BHIHACIIB C caiiTa, I7ie BBOJIWI JINYHYIO HH(POPMAIHIO, 3211 B HACTPOUKH
Opaysepa u ynanu cookies;

Hepno;u/lqecxn HpOBepﬂﬁ, KaKHC IVIATHLIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPC,



JaBaii cBoil HOMep MOOHIBHOrO Tene(oHa TONBKO JIOASM, KOTOPBIX Thl 3HACHIb
1 KOMY J0BEps€Elllb;

Bluetooth nosmkeH ObITh BBIKIIOYEH, KOIJa Thl UM HE Hojb3yemibcs. He 3a0biBail MHOTIa
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaTHIBAIOLINE PA3BICUCHUS, O0bEIUHSIIOIINE
COTHH ThICAY YEJIOBEK 110 BceMy Mupy. Mrpoku rccienyror 1aHHbIi UM MUp, OOILAIOTCS APYT C IPYIOM,
BBITNOJHAIOT 3aJjaHMsl, CPAKAIOTCA C MOHCTPAMM U IOJIyYalOT OMBIT. 3@ YAOBOJIBCTBUE OHHU IUIATAT:
HOKYHAIOT JUCK, OINIAYMBAIOT A0OHEMEHT MJIM TPUOOPETAIOT KaKUe-TO OIIHH.

Bce 31u cpeactBa uayT Ha nmojaep)kaHue U pa3BUTHE UIPHI, a TaKXKe Ha caMy 0€30IacHOCTb:
COBEPILEHCTBYIOTCSI CHUCTEMBl AaBTOPU3ALMH, BBIMYCKAIOTCS HOBBIE MaTyd (LIU(POBBIE 3aIUIATKH
JUIsl IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTU CEPBEPOB.

B noo0HBIX UIpax CTOUT ONAcaThCsi HE CTOJBKO CBOMX COIEPHUKOB, CKOJIBKO KpPakKu TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUU OOJIIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnmu nmpyroil mrpok BemeT ceOsi IUIOXO WM CO3/aeT Tebe HEMpPUSTHOCTH, 3a0JIOKHpYyH
€ro B CIIMCKE UTPOKOB;

2. Iloxamylics aIMHUHUCTPATOpaM MIPhbl Ha IIJIOXO€ IIOBEIEHUE JTOrO0 UIPOKA, JKEJNATEIBHO
IPUIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B TIpodaiiie urpsr;

4. YBaxail Ipyrux y4acTHUKOB II0 UIPE;

5. He ycranaBnuBail HeopuIMaIbHbIE TATYNU U MOJIBI;

6. Mcnionp3yi ClI0’KHBIE U pa3Hble apoJiy;

7. Jaxe BO BpeMsl UTPBl HE CTOUT OTKJIIOYATh aHTUBUPYC. [I0Ka ThI Urpaelib, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

OUIIHMHT WM KPaKa JUYHBIX JAHHBIX

OObIYHOM KpaXkell JeHer U JTIOKYMEHTOB CEroJHS YK€ HHUKOTO HE YAMBHILb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0YMBILIUIEHHUKH MEPEMECTHIINCh B MHTEPHET, M MPOJOJDKAIOT 3aHUMAThCS
"1I00UMBIM" JETTOM.

Tak nosiBUIachk HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA MU (DUILIMHT, TJ1aBHAs L1eJIb KOTOPOTO
COCTOMT B TMOJYYEHHU KOH(QUICHIMAIBHBIX JaHHBIX IOJIb30BaTeNeil - JOrMHOB W mapoisieid. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing - pei6Hast noBis, password - maposb).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnemu 3a cBoMM akkayHTOM. Ecim Thl mojo3peBaellb, 4TO TBOSI aHKeTa ObLIa B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aJMHHUCTpATOpaM pecypca 00 3TOM KaK MOXHO
CKopee;

2. Ucnonb3yii 6e30macHble BeO-CalfThl, B TOM YHCIIE, THTEPHET-Mara3uHOB U TOMCKOBBIX CHCTEM;

3. Hcnone3yil cinoxHble W pasHble mnapoiu. Takum oOpa3oMm, ecnu TeOs B3JIOMAIOT,
TO 3JI0YMBILIUIEHHUKH MOJIYyYaT JOCTYM TOJIBKO K OAHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3JIOMajM, TO HEOOXOJIMMO NPEAyNpPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
00aBJICHB y TEOSI B JPY3bSAX, O TOM, YTO Te€OS B3JIOMaJIM M, BO3MOXHO, OT TBOEr0 MMEHH OyJIeT

paccolIaThCA CliaM U CChIIIKH Ha (1)I/IHH/IH1"OBI)IG CaﬁTLI;



5. Ycranosu HazaexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBail (ailiiel U Ipyrue BIOXKEHHS B MUCbMAX, JaX€ €CIU OHU IMPHUILUIM OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe ITH (aiiiibl.

Mudposas penyrauus

[MudpoBas pemyrauus - 3TO HEraTWBHAs MM IO3UTHBHas HMH(oOpManus B cetu o Tebe.
Komnpomerupyromass uHopmaius, pa3MelleHHas B HHTEPHETE, MOXKET CEepbe3HbIM 00pazoM
OTpasuTbcs Ha TBoeW peanbHOW >xu3HU. "LludpoBas pemyramus" - 3TO TBOH HMHUIK, KOTOPBIH
dbopmupyeTcst u3 HHGOpMaIUK O TeOe B MHTEPHETE.

TBoe Mmecto xuTenbcTBa, y4yeObl, TBOE (PMHAHCOBOE IOJIOXKEHHE, OCOOEHHOCTH XapakTepa
U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorre MOIPOCTKH JIETKOMBICIEHHO OTHOCATCA K MyOJIMKanmuu JUYHOH WH(pOpMauu
B llHTepHeTe, HE MOHMMAas BO3MOXKHBIX IOcHeACTBUH. Thl Jake HE CMOXELIb J0ragaTbCcs O TOM,
4To (poTorpadus, pazmellieHHas 5 JeT Ha3al, cTajla IPUYMHON OTKa3a NPUHATH Te0s Ha paboTy.

KommenTtapuu, pazmemienue TBoux Gororpaduii u Apyrue JeicTBUS MOTYT HE UCUE3HYTh JaKe
1ocjie TOro, Kak Thl UX yAauulib. Thl HE 3Haelllb, KTO COXpaHWI 3Ty MH(OpMaIMIO, Iomaja JIU OHa
B IIOMCKOBBIE CHCTEMBbI U COXPAaHWIACh JIM OHA, a TJIaBHOE: YTO MOJAYMAIOT O TeOe OKpY Karollue JI0IH,
KOTOpbIE HAWYT U yBUIAT 3T0. Hali T MH(POPMALIMIO MHOTO JIET CITYCTSl CMOKET JIF000i - Kak U3 J0OpbIX
noOy>XJIeHUH, TaK U ¢ HAMEPEHUEM NPUUMHUTD BPEA. ITO MOXKET OBITH KTO YIOJHO.

OcHOBHBIE COBETHI 10 3aIKTe MH(PPOBOI permyTauu:

1. IToxgymaii, mpexxJie yeM 4To-To MyOIMKOBATh U NIepeAaBaTh y ce0s B 0J1ore WU B COLMAIBHOM
CeTH;

2. B mHactpoiikax mpodwiIs YCTAaHOBM OTPAaHWYCHHS HA TPOCMOTP TBOETO mpoduis
U €0 COAEPKUMOTro, CAeNail ero TolIbKOo " apy3ein”;

3. He pa3memaii u He yka3biBail mH(pOpMalMI0, KOTOpass MOMKET KOro-Jmbo OCKOpOIsATh
WA OOMXKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE MIKOJbHUKHM - aKTUBHBIE MOJIb30BaTeNd LUQPPOBOro mpocTpaHcTBa. OmHaKo
JlaJIeK0 HE BCE 3HAIOT, YTO I0JIb30BAaHHME MHOIMMH BO3MOXHOCTSMM IIM(PPOBOro Mupa TpedyeT
COOJIIOJICHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMun '"WHTe/UIEKTyalbHass COOCTBEHHOCTh" OTHOCHUTCS K Ppa3M4YHBIM TBOPEHUSM
YEeJIOBEUYECKOr0 yMa, HauyMHash C HOBBIX H300pPETEHH M 3HAKOB, 0003HAYAIOUIUX COOCTBEHHOCTHh
Ha NMPOJYKTHl U YCIIyTH, U 3aKaHYMBas KHUTaMH, (oTorpapusMu, KUHOPUIBMAMU U MY3bIKaJIbHBIMHU
IIPOU3BENCHUSMH.

ABTOpCKHeE IpaBa - 3TO MpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BE/ICHUS HAYKH,
JUTEpaTyppl W HUCKYCCTBAa. ABTOpPCKHME IIpaBa BBICTYNAIOT B KadyecTBE TapaHTUU TOTO,
YTO MHTEIJIEKTYaJIbHBIA/TBOPUECKUI TpPyJ aBTOpa He OyAeT HampacHbIM, JIaCT €My CIIpaBeIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEro TPy/a, MOJIYyUYUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 pa3pelieHusi aBTopa HE MOKET BOCIPOU3BOJUTH €r0 MPOU3BENIEHUE, PACIIPOCTPAHSTD, MyOJIUYHO
JE€MOHCTPUPOBaTh, MpOJaBaTh, HMIOPTHUPOBAaTh, IyCKaThb B MPOKAT, IYOJUYHO UCIOJIHSITH,

MTOKa3bIBaTh/UCIIOJIHSITh B B(I)I/Ipe HJIK pa3MCIIATh B I/IHTepHeTe.



Hcnonp3oBanue "MUpaTCKOro" MpPOTrpaMMHOrO OOECIEYEeHUS MOXET IMPUBECTH K MHOTUM
pHCKaM: OT IMOTEPH JaHHBIX K TBOUM aKKayHTaM J10 OJIOKHPOBKH TBOETO YCTPOMCTBA, IJI€ YCTAHOBIJIEHA
HenerajabHas nporpamma. He ctouT Takke 3a0bIBaTh, 4TO CYIIECTBYIOT JIerajbHble M O€CIUIaTHbIE

IIPOrpaMMbl, KOTOPbIE MOXKHO HAUTHU B CETH.



